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Abstract: 
In spring 2016, The Distributed Autonomous Organization (The DAO) was created on Ethereum. 
As with Bitcoin, Ethereum uses a P2P network, where distributed ledgers are implemented as 
daisy-chained blocks of data. Ethereum’s native cryptocurrency, Ethers, are spent to execute 
pieces of code called smart contracts. Investors paid their Ethers for The DAO to operate, and 
received the opportunity to vote on and become investors in venture projects proposed by 
Ethereum-based startups. Transactions and settlements between investors and startups executed 
autonomously. The DAO experiment failed shortly after inception as an anonymous hacker stole 
over $50M USD worth of Ethers out of $168M invested. The Ethereum community voted to 
return (or fork) the state of the network to one prior to the hack, returning Ethers back to 
investors and shuttering The DAO. However, this action arguably represented a bailout—
ironically,  Bitcoin was conceived as a reaction against the 2008 bailout of US banks—and 
violated the ledger immutability and “code is law” ethos of the blockchain community. 
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1. Synopsis of “The DAO” 
 
On April 30th 2016, leveraging the Ethereum Blockchain platform, a group of programmers 
launched a crowd-funding effort for a project known as the “The DAO (Decentralized 
Autonomous Organization). Unbeknownst to the organizing group, the software on which The 
DAO was created contained a bug introduced by a programming error, making the project 
vulnerable to exploit. 
 
The mission of The DAO was to act as a self-directed venture capital fund, with contributors 
voting directly on proposed projects, and votes being allocated proportionately based on 
contributed capital (DuPont, 2018). In other words, investors would exchange Ethers, the native 
cryptocurrency associated with the Ethereum platform, for tokens during an Initial Coin Offering 
(ICO), and then projects would receive approval or rejection in a democratic fashion as directed 
by the votes of token holders. By the end of May 2016, $168 million USD worth of Ether had 
been raised by The DAO through the most successful crowdfunding campaign up to that point in 
history. By June 13th, 2016, an attacker had used a mechanism intended to splinter off “child” 
DAOs to syphon over one third of the invested Ether into a child DAO under control of the 
attacker. Since the child DAO was based on the same code as the original, the funds were 
inaccessible for 28 days (the length of the original funding window). 
 
As The DAO represented the largest project in Ethereum’s ten-month existence, any actions 
taken by the Ethereum Foundation or miners and mining pools would have large repercussions 
on the platform’s future. Thus, there was major contention over the three leading alternatives 
being proposed: do nothing and allow the hacker to appropriate the stolen funds after the 28-day 
holding period; build a blacklist into the Ethereum code, effectively freezing the syphoned Ethers 
in the child DAO (the soft fork proposal); or unwind the hack entirely, returning all syphoned 
Ethers to The DAO and reimbursing investors (the hard fork proposal). The potential legal 
implications of each of option were numerous, as was the potential impact of trust in the 
network. For example, if the community decided to do nothing, they opened themselves to 
liability from investors of The DAO who lost over $50 million USD of Ethers. On the other 
hand, if the hard fork proposal received approval by the Ethereum community, confidence in the 
network’s system of transactions and smart contracts having ultimate transactional authority—
i.e. the immutability of the ledger—would be destroyed. This would be analogous to taxpayers 
bailing out failing financial institutions. 
 
In the end, the Ethereum Foundation moved forward with the hard fork, and the funds were 
returned to The DAO investors. The minority who disagreed with this action however continued 
maintaining the original Blockchain under the moniker of Ethereum Classic (Reyes, Packin, and 
Edwards, 2017). With Ethereum Classic, miners continue to use the old Blockchain from before 
the funds were returned to The DAO investors, regarding the bailout as a corruption of the 
immutable ledger. Today, Ethereum Classic operates as a parallel version of the Blockchain 
where the precedent of “code is law” and the immutability of the Blockchain continue to be 
paramount. 
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2. Conceptual Understanding and Literature Review: Blockchain, Digital 
Currencies and the Smart Contract 

 
The genesis of these innovations that spawned The DAO is a famous white paper from one or a 
collection of pseudonymous authors who penned the name Satoshi Nakamoto. The paper laid out 
the framework for Bitcoin, and introduced notions of Blockchain (Nakamoto, 2008). It drew on 
research in automatic verification systems (Haber & Stornetta, 1991)(Massias, Avila, and 
Quisquater, 1999), cryptography (Merkle, 1980)(Menezes, Van Oorschot, and Vanstone, 
2009)(Schneier, 2007), and distributed databases (Özsu & Valduriez 2011)(Bernstein & 
Goodman 1981). Moreover, Bitcoin to some extent, but especially The DAO is inspired by 
theories from Economics and Organizational Studies. They include contract agency cost (Ross, 
1973)(Eisenhardt, 1989), contract theory (Gale & Hedwig, 1995)(Bolton and Dewatripont, 
2005), auction mechanisms (Edelman, Ostravsky, and Schwartz, 2007)(Roth, 2002), theories of 
innovation (Greenstein, 2015)(Moeen & Aggarwal, 2017), and virtual organizations (Handy, 
1995)(Markus & Agres, 2000). 
 
Though there are descriptions of The DAO Attack in practitioner literature [e.g. (Siegel, 
2016)(Hertig, 2016)(del Castillo, 2016)], there are not many that seek to address it in an 
academic forum. The few extant academic works use the event as context for technical 
discussions about Blockchain (Atzei, Bartoletti, & Cimoli, 2017) or present it as an omnibus 
dissertation for Internet ethnographers (DuPont, 2018). Therefore, this paper addresses a 
literature gap insofar as we present a novel academic case study of The DAO Attack that can be 
used for management education pedagogy. 
 
The first step towards presenting a case study is to be able to understand the concept of 
Decentralized Autonomous Organization or “The DAO” and the attack, it is crucial for the 
readers to understand the underlying technology and innovations that enabled its inception. They 
include the following: Blockchain, Ethereum, Ether, Bitcoin, and Smart Contracts. 
 
Blockchain has the potential to change the way data integrity is maintained in the world. It is a 
digital system, based on the Internet and a network of computers, to share and continually 
reconcile the shared version of truth (Tapscott, 2016). It represents a revolutionary system of 
tracking and maintaining the integrity of data safe from tampering by individuals or corporations 
(Mougayar, 2016). There is also no trusted third party or intermediary that approves or denies 
transactions. Rather, the millions of devices in the network running complex algorithms are 
responsible for validating transactions and uploading new blocks to the chain which implements 
a public ledger. 
 
Bitcoin is an electronic currency that originally demonstrated the utility of Blockchain and its 
underlying concepts. The use of Blockchain allows organizations and individuals to keep a 
complete record of their own transactions on a public ledger without sacrificing anonymity 
(Swan, 2015). Users are able to track transactions anywhere in the world as Bitcoin keeps 
transactions within the ledger open to the public, although transactions are not directly tied to the 
identity of the transacting parties (Iansiti and Kakhani, 2017). Bitcoin maintains anonymity by 
only revealing the Bitcoin address or account of participants. The address allows anyone to trace 
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transactions to individual addresses but does not reveal the details and personal information of 
the owner. Other features include lack of centralized authority, low transaction fees, and no 
involvement of banks or other middlemen. Instead, the digital ledger is maintained by a network 
of volunteers around the world who use computers to solve cryptographic (math) problems to 
record blocks of transactions (Ito, Narula, and Ali, 2017). These individuals are known as 
“miners” because they are rewarded with Bitcoins for their work on verifying (or mining) blocks. 
Mining is also the process by which new Bitcoins are issued. A predictable but declining 
issuance of new Bitcoins is ensured by the Bitcoin protocol, which also balances the difficulty of 
the problems as more miners join the network and computing power increases. A digital 
currency that uses cryptographic techniques to verify transactions and issue new units is called a 
cryptocurrency. Bitcoin is increasingly being adopted by many companies, organizations, and 
individuals around the world. It is becoming a common medium through which transfer of value 
can occur, and for which records are kept safe and untampered due to the properties of the 
Blockchain. 
 
The Ethereum platform extends concepts from Bitcoin to make it easier for users to encode 
complex business logic into structured transactions referred to as smart contracts. Ethereum is a 
platform where virtual miners work to earn Ethers, the native cryptocurrency token of Ethereum 
by maintaining the integrity of the ledger (i.e. mining). This digital currency is used, in turn, for 
transactions on the platform. Smart contract is a term that describes computer program code that 
is capable of facilitating, executing, and enforcing the negotiation or performance of an 
agreement (i.e. contract) using Blockchain technology (Diedrich, 2016). Due to its use of 
Blockchain, the contracts are executed inexorably in accordance with their encoded logic, which 
cannot be tampered with.  In its simplest form, Ethereum is an open software platform based on 
Blockchain technology that enables developers to build and deploy decentralized applications 
(Gildstein, 2017). Bitcoin was used to fund the initial creation of Ethereum. 
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Fig. 1: An Illustration of the 
functionality of Smart Contracts 
through organizations such as 
The DAO in real life scenarios.  
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The concept behind a Distributed Autonomous Organization (DAO) is to program the 
required rules and decision making apparatus of an organization into code, eliminating the need 
for governing roles. The DAO leverages the incorruptible digital ledger of Blockchain, and the 
digital currency and smart contracts of Ethereum to build an organization without the oversight 
of managers. Corporations at their very core are a set of complex agreements that are executed 
by managers and employees of the corporation, and The DAO mimics the entire system but 
replaces humans with its respective technology and code. The following is a guide of how a 
DAO works (del Castillo, 2016)(Siegel, 2016): 

● A group of programmers writes smart contracts (programs) that will guide and run the 
organization 

● There is an initial funding period, in which people add funds to The DAO by purchasing 
tokens that represent ownership – this is called crowdsale, or an ICO – to give it 
resources it needs 

● After the funding and the funding period of The DAO is over, The DAO starts to operate 
● People then can make proposals to The DAO on how to spend the money, and the 

members who have bought in can vote to approve these proposals 
● Once the proposals are accepted, the smart contracts guide the terms of the project and 

execute it accordingly. 
 
The use of Blockchain and Ethereum allows the investors to make sure that the contracts are 
executed according to the terms without any tempering and misconduct. All the transactions are 
recorded on Blockchain and only when they fulfill the requirements of the smart contract are the 
parties paid the prescribed amount.   
 
 
3. The Organization: “The DAO” 
 
In order to understand “The DAO”, it is important to know what led to its creation, what benefits 
it offers, who created it, and what the creators’ backgrounds are.  
 
Creation of The DAO. The incentive to eliminate agency costs that are created through agency 
relationships motivated the creation of The DAO (Kaal, 2016). The objective was to remove the 
presence of agents or managers in a traditional corporate hierarchy. An agent has the 
management control to act in the best interest of the principal, the shareholder or party with 
ownership. This forms the basis of an agency relationship. Corporate entities rely on the 
connectivity between principals and agents and the effectiveness of these agency relationships to 
function efficiently. However, the disconnection between the decision-making authority and the 
party with ownership can cause a conflict as a result of differing interests between their roles. 
Thus, corporations face additional costs to effectively govern any divergences arising from the 
structure of agency relationships. 
 
The costs associated with agency relationships are borne by both parties. The principal faces the 
charges to monitor or control the agent including the costs of audits, while the agent experiences 
the bonding costs to establish the structure of the relationship. Corporate governance 
mechanisms are used to minimize the costs of the relationship, and any information asymmetries 
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that exist between the two parties, as well as any risks resulting from the agent abusing its power 
and not acting in the best interest of the principal. Contracts and agreements are created to 
protect the principal and ensure that the agents are governed by rules and operate with proper 
conduct. However, a lack of trust is still evident between the agent and the principal as agents 
may not agree with the rules put in place or may simply choose to not abide with the regulations. 
The outcome results in an agency problem—for example, the agent may steal investment money 
from the principal. The agency problem is present within many corporations that have 
governance mechanisms put into place. These agency problems cannot be resolved through legal 
infrastructure, as small agents are vulnerable to the risk of mismanagement from the principal. 
These risks are amplified in situation of crowdfunding, as agents may not have the ability to 
identify the agency problem. 
 
The consequences and increasing presence of the agency problem motivated the creation of The 
DAO, making use of smart contracts that are written and embedded on the Ethereum Blockchain. 
The use of Blockchain proposes a solution to the agency problem by engendering transparency 
and trust. The Blockchain makes use of smart contracts to verify and monitor transactions, 
reducing the costs that principals incur to monitor the agent. Cryptographic hashes provide 
transaction guarantees by providing a mathematically proven system. Governance rules are 
encoded using smart contracts and these control mechanisms. The Blockchain is immutable as no 
user is able to alter the rules embedded within the Blockchain code, in theory, preventing any 
fraudulent transactions. The decentralization inherent in Blockchain design also makes it difficult 
to reverse or alter information existent on the Blockchain.  Thus, corporate governance or 
intermediaries are no longer required, forming the Decentralized Autonomous Organization 
(DAO) structure. 
 
Benefits of The DAO. The DAO operates on a distributed consensus model. The DAO enables 
the users, DAO token holders, to control their contributions. By returning power from the hands 
of agents to the owners of DAO tokens, users are prevented from mismanaging investor funds 
thus resolving the agency problem. To prevent a majority user with <51% of tokens from 
transferring the funds to themselves, The DAO can split such that minority users who disagree 
with a proposal are able to receive their portion of Ether on that investment prior to the formation 
of a new DAO where the users who agree with the proposal can spend their Ether (Blockchannel, 
2016).  
 
The first existing DAOs were software controlled community organization experiments that 
sought to re-visit certain characteristics of traditional corporate governance, substituting 
voluntary compliance to a corporation’s charter with actual compliance with a pre-agreed 
computer code. The DAO is the most well-known example of a DAO, gaining a substantial 
amount of media attention throughout its initial creation phase, raising a total of $168 million 
USD from individual investors, earning the title of the largest crowdfunding project to date, 
though this title has since been eclipsed by more recent ICO’s. 
 
The DAO is beneficial as it addresses the lack of authority and control influenced by minority 
owners. Provisions in corporate governance and statute law have attempted to address this 
problem, however many of these solutions are unsuccessful because minority owners lack the 
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voting rights and influence to retrieve their capital. The DAO addresses this issue by distributing 
the authority equally to token holders. 
 
Founders of The DAO. With the intention of providing a new decentralized business model for 
corporations, cofounders Christoph and Simon Jentzsch of Slock.it, a company incorporated in 
Germany, created The DAO. With a thorough background in theoretical physics, Christoph 
Jentzsch formulated the code behind The DAO. His extensive knowledge of physics has allowed 
him to develop sophisticated software solutions for high performance computing on specialized 
hardware. As a lead tester, Christoph has been involved in the Ethereum project since 2014. 
Simon Jentzsch, was also intensively involved in the venture of The DAO. As project manager, 
developer and software architect, he led the growth and expansion of Slock.it. 

  
Slock.it was founded in 2015 with a vision to connect a variety of smart locks (as in actual 
physical ones like deadbolt locks) to the Blockchain, enabling them to directly receive payments 
which could then be used to rent, sell or share real-world assets such as real estate properties and 
vehicles. This ability was coined the Universal Sharing Network. At the center of The DAO lies 
the Ethereum network mediating interactions between physical locks and virtual, online, 
Blockchains. With the development of prototypes, Slock.it cofounders recognized the full 
potential of The DAO and were determined to expand the business to establish a foundation for a 
decentralized sharing economy. Before The DAO, Jentzsch brothers created Slock.it as a 
simplified smart contract that provided token holders with voting power about what actions 
token holders should take. This premature crowdfunding contract soon transpired into The DAO, 
where token holders were given more power (Jentzsch, 2016). Token holders had full command 
of the funds that were released subsequently after a successful vote on a detailed proposal. The 
DAO relied on a participatory crowd for its investment decision-making, requiring positive votes 
from 20% of tokens issued for a proposal to be deemed acceptable.  
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Fig. 2: Timeline for the DAO Attack 
 
4. Attack on The DAO 
 
To fully understand how The DAO was attacked, it is important to know how the hack was 
performed, the impact it had on the broader Blockchain community, the difference between 
Ethereum Classic and Ethereum, and what the future may entail for the community.  
 
The Discovery of a Flaw in the Code. On June 5th 2016 it was revealed to the public that The 
DAO’s smart contracts had significant vulnerabilities. The flaw lay in the code for a smart 
contract, which allowed user balances to be emptied through an attack. This was first casually 
discovered by a user of GitHub, a web-based software development platform. The user, Chriseth, 
notified key developers working with Ethereum and the Blockchain foundation founder, Peter 
Vessenes. Peter then went on to publish an article detailing the vulnerability with The DAO 
(Vessenes, 2016). The flaw in the code allowed an attacker to withdraw their balance stored in 
The DAO repeatedly before the balance was adjusted. This threat was dismissed by The DAO’s 
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founders, Slock.it on June 12th 2016. In a web article, Slock.it founder, acknowledged that there 
was a vulnerability that was accidentally introduced in Ethereum smart contracts due to inherent 
design flaws in the Solidity smart contract programming language which was used in the creation 
of The DAO (Tual, 2016). He also stated that a work around to the vulnerability was created in 
The DAO’s framework and that no DAO funds were at risk of the bug any longer. Five days 
later, on June 17th 2016, The DAO was attacked. 
 
 
How the Attack Was Performed. There is debate as to whether the attack constitutes being 
classified as a “hack” (DuPont, 2018). There is a belief among some in the Ethereum community 
that “code is law.” If this tautology is true, then The DAO’s attacker simply used its code as 
written for an unintended purpose. The loophole allowed the attacker to drain The DAO using 
the aforementioned splitting function. Normally, the splitting function allows contributors who 
have Ether in The DAO to withdraw their contributions if there is disagreement with how the 
funds are being used. The very nature of The DAO gives contributors this freedom to cash out, 
both their initial contributions and reward tokens for participating. However, at the time of the 
attack, there were no Ether present in The DAO’s rewards account, therefore all of the funds 
stolen were user contributions. The attacker was able to take advantage of the fact that the smart 
contract only verifies the user balance once, at the beginning of the split request. By repeatedly 
requesting splits before the attacker’s balance was adjusted, the attacker was able to fool The 
DAO into giving out more funds than the attacker’s original balance. Code was used where one 
request immediately triggered another before balances were adjusted and the process was 
repeated up to 20 times. The Ethers then were put into a duplicate of The DAO, essentially a 
Child DAO. The caveat regarding this newly created child DAO was that the Ether could not be 
accessed until the initial funding period of 28 days had elapsed.  
 
The attacker might never be able to access the stolen Ethers because any attempts to cash out 
would raise alarms at exchanges or other facilities where Know your Customer (KYC) rules 
apply. Over the course of 36 hours, the community simply watched as The DAO was drained of 
228,500 Ethers per hour. The decentralized nature of The DAO and Ethereum required voting 
and majority consensus to be reached before the attack could be put to a halt. Until voting and 
consensus could be reached, as numerous copies of the entire Ethereum blockchain were 
synchronized throughout the world, the Ethereum community could only watch as these copies 
reflected depleting debits to The DAO balances. Similarly, since it was permissible within the 
rules of the The DAO for a Child DAO used to store syphoned funds to be created and split off 
from The DAO, the Ethereum community could only just watch.  
 
As there was no fast solution to updating the smart contract, the community responded in the 
meantime by trying to mitigate the theft of Ethers. Another group of individuals, so-called 
“white-hat” hackers, began their own draining of The DAO in order to move the remaining 
Ethers into an ostensibly safe place; another child DAO. The idea was to drain Ether faster than 
the attacker and by June 22nd, all of the accessible Ether in The DAO had been emptied by the 
original attacker or other actors. 
 
Impact of the Attack. Despite the restrictions on the attacker accessing the funds, the attack still 
had a significant impact. While the attack completely shut down The DAO, it also had broader 
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effects on the Ethereum and Blockchain communities. At the time of the attack, The DAO 
contained 15% of all the Ethers in the world. The theft significantly devalued the digital 
currency, dropping the price of Ether from $20 USD to below $13 USD. Although the attacker 
may not have been able to access the Ether, it has been theorized that his incentive came from 
short trading against the currency. Aside from the price change, the attack also brought up some 
ethical decisions for the affected communities. The debate created three possible alternatives for 
how to deal with the aftermath of the attack on The DAO.  
 
The first alternative was to do nothing and let the attacker keep the roughly $50 million dollars 
USD in stolen Ethers. This approach was consistent with the doctrine that “code is law” and that 
the attacker now has the rights to the Ethers since they merely used The DAO’s code as written. 
The second alternative was to blacklist the child DAO that the attacker funneled the Ether into, 
to make it unusable. This is known as a soft fork (a fork is a one-time fix by creating an offshoot 
Blockchain) and would have resulted in the Ethers contributed by investors being lost. However, 
it would have prevented the attacker from gaining further from the exploit. The third option was 
to rewind the smart contracts through special consensus of the miners and return all of the stolen 
Ethers to a modified original DAO, which would only allow for withdrawal of the original funds. 
From there, the Ethers would be restored to investors and The DAO would be shut down. This 
solution had the support of The DAO and Ethereum’s founders, but it would violate the 
immutability of the Blockchain, and therefore, the integrity of Ethereum. The decentralized 
nature of the Blockchain was meant to take decision making powers out of the hands of human 
beings. However, a reversal of the attack would signal that the system is still controlled by 
people and not immutable, unbiased code (Hertig, 2016).  
 
After several days of voting, the Ethereum community agreed to implement the hard fork 
solution. This created a new Ethereum Blockchain where the transactions deemed offensive were 
rewound to their state before the attack. A minority dissented and continued to mine the old 
Ethereum chain, where the blocks remained untampered with. This unforked version was dubbed 
Ethereum Classic (ETC). The hypocrisy of the hard fork has become evident more recently, as 
errors resulting in losses of Ethers of similar scale have not been similarly reversed by the core 
Ethereum community. 
 
Ethereum Classic vs. Ethereum. It is important to identify the similarities and differences 
between Ethereum Classic (ETC) and Ethereum (ETH) in order to understand why the main 
Ethereum platform divided into two smaller competing Blockchain platforms. Basic similarities 
include: both networks run on a Blockchain, and are peer-to-peer systems. A peer to peer system 
exists when one computer or laptop can connect to another computer or laptop anywhere in the 
world without a central server or authority. Because they cannot be shut down by central 
authority, both networks are censorship free. Another similarity is that unlike Bitcoin neither 
network has a mining cap. Without a mining cap, both Ethereum platforms have an unlimited 
supply.  
 
A Divided Ethereum Community. So why are there now two Ethereum platforms opposed to 
only one? The Ethereum Foundation and core Ethereum community focused on implementing a 
soft fork launched on June 24th, intended to censor the incoming transactions from the hacker. 
However, due to a flaw in the code of the soft fork, miners decided that they were not going to 
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implement it. Still, within the 28-day initial funding period, the community debated the 
implementation of a hard fork. On July 15th, a vote was held for the hard fork proposal by Ether 
holders sending a small transaction to a voting platform. By June 20th, the hard fork was 
successfully implemented and the core Ethereum community breathed a sigh of relief. Some 
dissented, and hours later, miners resumed mining the original chain, and Ethereum Classic 
(ETC) was born and it currently maintains all of the same structural components and 
mechanisms of the original Ethereum Blockchain (Dannen, 2017). The forked Blockchain 
continues to be considered the main Ethereum network. 
 
The debate on whether or not the hard fork proposal should be implemented lasted a span of 18 
days, between June 28th and July 15th (Cryptocompare, 2017). Both supporters and detractors of 
the proposal had valid reasons to justify their position. The table below compares the arguments 
of both sides of the Ethereum community regarding the hard fork proposal.  
 
Table 1: Ethereum Fork Pros and Cons 
 

Supporters Detractors 

● Given these circumstances, the code of 
law is too drastic, so “humans should 
have the final say through a social 
consensus” (Blockgeeks, 2017); 

● It is ethically wrong for the hacker to 
profit, so community intervention is 
needed; 

● The slippery slope argument is invalid 
because people can make decisions 
rationally in each situation; 

● Leaving Ether in the hacker’s hands 
can lead to a decrease in its value in 
the future; 

● The proposal is not a bailout because 
the funds are simply being returned to 
the original investors; 

● The war between white-hat hackers 
and the hacker would stop; 

● Unethical people will think twice 
about using Ethereum;  

● The proposal eliminates the need for 
regulators and the legal system to 
intervene (Blockgeeks, 2017) 

● Code is law - original consensus rules 
of Ethereum and The DAO should 
stand regardless of the situation; 

● Blockchain events are immutable and 
shouldn’t change regardless of the 
outcome; 

● Slippery slope argument: once you 
make one change in one place, it is 
likely for more changes to occur 
elsewhere; 

● Returning the lost funds is short 
sighted, which could reduce the value 
of Ether; 

● The hard fork proposal is a bailout 
(Blockgeeks, 2017).  

 
The sole purpose of the hard fork was to return all stolen Ether from The DAO to a refund smart 
contract, which is exactly what happened. The democratic nature of this vote has been called into 
question, as Ethereum community members were given one vote per Ether that they held, 
making the outcome “one dollar, one vote” rather than “one person, one vote.”  
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The Future of Ethereum. Having two Blockchains comes with advantages for Ether holders. 
First, original Ether holders saw their account balances double, as duplicate tokens were created 
on the ETC chain. In other words, those holders who had tokens on the original Blockchain at 
the time of the fork now have the same amount of tokens on the new version. Another advantage 
of having two Blockchains is that Ether holders can now trade ETH tokens for ETC tokens since 
ETC now trades on exchanges such as Poloniex, Kraken, Shapeshift, and Bitfinex. However, 
there are problems that Ether holders can experience such as sending tokens to an ETC address 
instead of an ETH address or vice-versa, resulting in lost tokens.  
 
The future of the Blockchain community is uncertain only because there are endless possibilities 
for Blockchain to be implemented in almost every industry. Given the nature of Blockchain, the 
financial services industry is most likely going to act on implementing this platform as their new 
facet for transactions. “With banks urgently seeking to reduce costs, the potential security, 
convenience and efficiency of Blockchain networks is a major driving force in the face to 
adoption” (Weisfeld, 2017). Since Blockchain is in its early phase of expansion, in order to reach 
mainstream adoption in approximately 5 to 10 years, it needs to overcome both commercial and 
technology barriers. Selecting the optimum business model for Blockchain is very critical in 
order to determine if the benefits outweigh the drawbacks of each business model, and if a 
certain model will result in more or less barriers than others. Below is a list of the possible 
business models that Blockchain can implement in order to achieve a wide-scale adoption 
(Weisfeld, 2017): 
 

● Open sourced 
● Licensed product (FinTech driven solutions) 
● Platform-as-a-Service (PaaS) 
● Distributed peer-to-peer funded model 
● Consortium based 
● Centralised utility; 
● Led by regulator or central bank  

 
 
5. Conclusion 
 
This paper aims to introduce the key concepts behind The DAO, outline its creation and discuss 
the issues that it faced. Blockchain and smart contracts are two of the underlying concepts that 
change the way transaction and data integrity are maintained. They open the door to a new type 
of organization where all of the governing responsibilities are processed through code. This 
structure offers many advantages. It removes the need for governing directors who must be 
compensated, as well agency costs of these directors. It ensures that no individual can tamper 
with decisions that have been made because they are made permanent in code. In practice, these 
characteristics can be detrimental if such a structure is implemented too quickly. A ready, fire, 
aim approach can lead to flaws in code, which causes problems down the road due to their 
permanence. This was evident when The DAO, the first such implementation, had its investor 
funding stolen through a programming bug. This attack opened the discussion for legal and 
ethical issues. An exception was made to the idea that “code is law”, which satisfied stakeholders 
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by reversing transactions and returning funds to investors. Although the core Ethereum 
community favoured this approach, there were a group of dissenters who split off to create a 
second Ethereum network. While there is uncertainty over what the right course of action was, it 
is unequivocal that the next implementation of a DAO should take a more precautionary 
approach. 
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